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Chapter 1

Introduction

The EU aims to develop an efficient transport system to reduce emissions and congestion. In recent years,
hyperloop trains are being developed. The virgin hyperloop has transported its first passengers in 2020
[9]. The train can be seen as a capsule which is travelling in a vacuum tube (see figure . Because of
the vacuum, the air resistant is minimal and in theory the transport system could reach transonic speeds
[10]. Because of the high speed, the train could compete with traditional means of transport like trains and
airplanes. Short air routes could be replaced by a hyperloop, because airplanes have to deal with for example
runway taxiing and decent [I0]. One of the biggest concerns of this transport system is safety, because of the
high speed and enclosed environment. Thereby it is important that this system is investigated from a safety
point of view.

Figure 1.1: Hyperloop [§]
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Chapter 2

Scope

2.1 Technical system

To be able to give a complete overview of the safety aspects related to the system, a thorough definition of the
system is necessary. This includes defining the system, the subsystems of the system and the components of
the subsystems. In addition, all system boundaries and their interactions should be defined, including human
and environment interactions. The System Under Consideration is called the Hyperloop. This conceptual
vacuumtrain has been in development since 2012 by a combined team of companies. The working principle
is that small trains called pods are transported through a near vacuum tube which can be located in or
above the ground. The system aims to compete with airplanes and cars for short to medium inter-city trips,
decreasing traffic jams and air pollution. The system includes the subsystems listed below.

Pod The pod is the cabin where the passengers will be seated. This cabin needs to be pressurised to be
survivable. The pod also contains magnetic lifting devices to make the pod hover over the rail. A linear
electromagnetic motor is used to accelerate and decelerate the pod.

Tunnel The tunnel is depressurised to create an almost vacuum environment in the tube, this greatly
reduces drag and therefore enables the pod to travel at high speeds.

Vacuum generation The vacuum pump(s) generate the vacuum in the tubes by extracting most of the
air inside the tube to the environment.

Station The station is the place where passengers wait for a pod, pods are stored and a system is present
to allow passengers to enter the pod without losing the vacuum in the main system.

Control facility The control facility makes sure no pods collide, and that there are enough pods at each
station for the number of passengers waiting. This acts as a central hub for data management, housing
servers that provide and collect data of other sub-systems.
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2.1.1 Detailed subsystems

Pod — Provide structural integrity even under ex-
e Linear propulsion system, electromagnetic mo- treme weather conditions
tor to accelerate and decelerate the pod. — Must be airtight
e Electromagnetic no-contact levitation, for lim- e Support columns (above ground), to keep the
ited friction hole system suspended above the ground to al-
e Control, communication, sensors, electronics, low construction and traffic underneath.
feedback etc. e Emergency exits
e Cabin Vacuum generation
— Seats

e Cybersecure

* Seat belts e Powerfull enough to keep the hole system under

Cabin pressure must be 1 bar for health

vacuum
gzasons . . . e Must be as efficient as possible
— Oxygen tanks, oxygen percentage must be g ..

maintained over trips
— Doors
Cargo setup (no seats)
e Entertainment and information system

e Passenger flow control
e Building; walls, roof, stairs etc.
e Connection to pod without losing vacuum

Tunnel e Park pods
e Switches Control facility
e Solar panels, ideally power the system for 100% e Link pods to passengers
e Induction loop to power the pod e Control pod destination and speed to avoid col-
e Rails lisions
— To rest on when no power is supplied e Section off sections where pressure loss is de-
— Keep the pod in a defined position under tected to keep the remaining system operational
unexpected conditions (loss of vacuum for without extreme power draws for the vacuum
example) pumps
e Walls e Direct maintenance crews effectively

2.2 Environment of the system

The environment of the system can have impact on the system and humans which are detrimental to the
functioning of the system and therefore safety. As the environment consists of many subsystems only the main
interacting subsystems of the environment will be considered from here on. The following six subsystems
categories of the environment will be considered.

Physical environment The physical environment contains all the objects physically effecting the system
and that the system effects physically. Also defining the temperature and of the outside world. This will
limit the systems usage to usage within areas where temperatures are non-lethal in a time span of 2-hours.

Power The system requires electrical power, which can partly be done self-sustaining by using solar panels
placed on top of the tube. However on days of minimum solar exposure the system requires stored energy or
delivered by the existing power grid.

Internet To make the control station usefull a information flow between the different pods, stations and
central is needed. This is done using the internet infrastructure.

Nature Nature is all living things excluding humans, being effected by or effecting the system. For example,
the magnetic fields from the pods can effect animals[T5].

Regulations Governments and governmental bodies like the European Union can have regulations that
hinder the use of the system or building of the system.
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Competing systems Competing systems like transportation by aeroplane or train influence the system
by profitability.

2.2.1 Detailed environmental factors

The following environmental factors play a significant role within the physical environment system.

Physical environment e Occupied area
e Weather e Magnetic/electronic waves effecting animals
e Earthquakes Regulations
e Wind
e Floodings ° Eu}ropean
e Terrorist attacks o Asian
Power e American
e Generation o Etcetra
e Storage Collaborating/competing systems
Internet Public image
e Cables Designers
e Servers Maintenance crew
Nature

2.3 Humans

Several stakeholders will have an impact on the construction and operation of a Hyperloop. These will not all
have the same influence over each part of the Hyperloop’s life-cycle, but all have the capability to influence
the design and running.

Primary user This will be the group utilising and eventually paying for a large part of the costs. This
group will therefore be fundamental for its economical success. This group is heavily influenced by the general
opinion, which should be considered both an asset and a threat. This group will also be influenced by the
standard of the travel experience and the price of travel.

General public This group will represent the general opinion and will influence the political landscape.
This group could be influenced like the primary user, but the focus will be less on travel experience and
travel costs.

Local general public A subgroup of the general public is the local general public. In addition to the
concerns the general public will hold, this group will also likely be concerned by the local impact the tube
will have on for example the aesthetics, the noise during operation and the building, etcetra.

Environmental impact advocates It is likely that this group will also influence the political landscape.
This can be both a strength and a threat. If the public perception will focus on the Hyperloop being an
alternative for more polluting forms of transport then it will likely be endorsed. Meanwhile if it is viewed as
being harm full to the natural habitat of local species then it can expect political backlash.

Land owners The site of construction is bound to have obstacles, these might be current land owners. A
land owner can refuse to sell his or her property or drive up the acquisition price.

Operator This likely to be the investor in the infrastructure but can also be an outsourced party. This
party will be responsible for the daily running of the Hyperloop. Traditionally its labor costs will be the
largest post on the the lifetime budget of the Hyperloop. As this group will be responsible for the operation
of the equipment, it is both one of the largest liabilities and one of the best places to manage risk.



Suppliers This group will be key for a low initial investment, low operating costs and a low downtime due
to maintenance. Good suppliers and products can therefore be key in the success of the product[I].

Agencies Agencies will be responsible for implementing the policy set by the general public. As these are
often not financially motivated, defects in the relation with these agencies can result in a lot of downtime.
These agencies are also the most likely to make sure that safety inspections are being made and that safety
equipment functions properly.

Inter-agency bodies When the Hyperloop, for example, crosses borders, it can result in an inter-agency
cooperation. In this example custom and immigration agencies from multiple countries have to work together
to allow a smooth operation.

Maintenance personnel/companies When the Hyperloop requires inevitable maintenance the most
unpredictable part of this process is likely to be the personnel. Having a well trained staff will therefore
result in a small amount of downtime and a predictable amount of downtime. This will it make easier to give
an accurate prediction to the traveller.

2.3.1 Interaction

To integrate the system safely in a real life application, six aspects are investigated which follow from the
safety cube theory. These aspects are the human, technical system, environment and the interaction between
those aspects [I1]. The interactions are shown in Table Note that many interactions are similar for
regular train transport. The difference between a hyperloop and a regular train is primarily the use of a
vacuum tube. This tube can be build in the ground or above, but will need most likely additional safety
requirements. Also the relatively high speed of the hyperloop must be taken into consideration.

Table 2.1: Design structure matrix

Human

Technical system

Environment

Human

Other train passengers,
conductors, other person-
nel and government regu-
lators

Train operator, the use
or abuse by passengers,
maintenance. Misbehavior
on stations.

Frequency of passing of
cart. Regulation changes.
Third party transport.

Technical System

Saving time. Economic,

Hyperloop

Mechancial and electro-

sibility for passengers and
disabled passengers, sta-
tion location, (low) visibil-
ity

difference,
ground water, cables
and  pipes, buildings.
System condition sensors.
Internet(control)  infras-
tructure. Competitors.
Electrical supply. Sig-
nal blocking structures
(mountains, bridges, etc.).
Interfering signals(cell
towers, railroad crossings,
etc.)

pressure

safe, punctual and low en- magnetic vibrations. Vi-
vironmental impact travel- sual intrusion. Competi-
ing. Maintenance impact tors.
on other road users.

Environment Information system, acces- | natural disasters, weather, | Emergency services.

Law’s policies and regula-
tions. Climate change.
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Chapter 3

Safety objectives

3.1 Level of protection

For the subsystems a certain level of protection is desired. Each subsystem has its own function. When some
systems fails, the consequence can be severe. It could lead to legal issues, reputation damage, injuries and
potential death. This should be prevented. To structure the level of protection, for each subsystem the level
of safety is determined. The 5 levels of safety are:

1. Must always be avoided

2. Changes have to be made in design

3. Technical measures can be taken

4. Information should be provided

5. Risks are acceptable due to low severity
In other words, when a subsystem requires a level of safety of 1, the failure rate must be lowest. A level of
safety of 5 can have a higher failure rate, but should still be acceptable. This is similar to the SIL of IEC
61508-1.

3.1.1 Pod

Cabin The pod cabin encloses the passengers and keeps the inside air pressure at 1 bar. When the cabin
would fail by for instance mechanical stress, passengers could get hurt or die. This should be prevented at
all cost and thereby this subsystem has a desired level of safety of 1.

Seats The pod seat should be comfortable and the seat belt should be safe enough to keep the passenger
secure during operation but also during a crash. When it would fail it has severe consequences on the heath
of the passengers. Thereby the level of safety is 1.

Entertainment and information system When this system would fail, it has no severe consequences
for the passengers. Thereby the desired level of safety is 5.

Levitation The levitation system makes the movement possible. When it would fail, the train will drop
onto the rails and slow down till it stops. It is assumed this has not severe consequences, but the experience
will most likely be annoying and can result in a shock trough the system. Thereby the level of safety is 2.

Control system The control system controls the pod and makes sure the system works. When it fail it
could result in pods crashing into each other. Thereby the required level of safety is 1.

Propulsion system The propulsion can accelerate and decelerate the pod. Breaking is an essential function
and should never fail. Thereby the level of safety is 1.
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3.1.2 Tunnel

Switches The switches inside the tunnel will direct the train on a specific track. When these would fail,
it could lead to a head on collision with another pod. Because of the extreme speeds, this should be avoided
at all cost and a level of safety is chosen to be 1.

Solar panels The solar panels are part of the power system of the train. Most likely to have stable power,
an outside power source is required. When a solar panel would fail, this will lead to little consequences.
Thereby the required level of safety is 5.

Induction loop The induction loop directs the power to the pod. When it would fail, the pod would
slow down, but most likely the harm due to failure is limited. Thereby technical measures can be taken to
minimise the risk but it is not critical. A level of safety of 3 is thereby required.

Rails When the levitation system fails or is turned down, the cabin must be supported by the rails. When
the rails fail in a high speed situation, this has severe consequences. Thereby the level of safety is taken as 1.

Support columns (above ground) The failure of the support structure must be avoided at all cost,
because it could damage the tube and in the worst case make the pod crash. Thereby the level of safety is 1.

Emergency exits The emergency exits must always work in a case of a accident. The required level of
safety is thereby 1.

Walls The tunnel transports the passengers and the wall is under a large stress because of the vacuum.
When it would fail it would have severe consequences and thereby the level of safety is 1.

3.1.3 Vacuum generation

When the pump would fail, the train would (most likely) experience turbulence when the air is sucked in,
but afterwards the train is most likely still operational at a lower speed like a more conventional train. The
turbulence could lead to disturbance of the pod and technical measures could be taken. Thereby the selected
level of safety is 3.

3.1.4 Station

Passenger flow control The station should be save for all passengers. There should not be to many
obstructions or an trip point when entering the pod. Thereby the level of safety is 3.

Building The building must withstand the weather conditions and everyday use. Failure would most likely
happen over time. When part break off it can lead to injuries. Maintenance is thereby important and should
be taken into account during designing and thereby a level of safety of 2 is selected.

Parking pots The parking of the pots must be on a suitable location, but the risks can be accepted due
to low severity. Also only staff is allowed in this location and thereby the level of safety required is 5.

Sealed connection to pod This seal is important for the realisation of the vacuum. If it would fail, the
pressure would increase in the tube and also the rushing of the air inside the tube will be unpleasant for the
passengers. To notify the passengers, information can be provided. The desired level of safety is thereby 4.

3.1.5 Control facility

In the control facility the operation of the entire network is regulated. When it fails it can result in colliding
of pods. Thereby the desired level of safety is 1.
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3.1.6 Environment of the system

There is little influence by the designer on the environment, but on certain points decisions can be made. A
reliable power supplier should be selected to minimise power loss. Furthermore the internet which is used
to control the system should be safe to use and reliable. Lastly a appropriate route of the tunnel should be
selected such that the damage to nature is limited and there are little points where for instance trees can fall
on the tunnel and hinder the operation of the system.

3.2 Regulations and directives

As regulations for Hyperloop transport systems are still under development [6], no regulations can be found
specifically for Hyperloop systems. However, regulations concerning railway systems can be give an indication
of regulations for Hyperloop systems. A few and their basic description are given below:

3.2.1 Directives

Directive 2009/125/EC Concerning the directives on devices that use energy.

EMC Directive 2014/30/EU Directive on ensuring that the Hyperloop is not effected by or effecting
other equipments by means of EMC signals.

Directive 2014/34/EU Concerns explosive environments. Due to the oxygen tanks and batteries, the pod
is an explosive environment and therefore the system should take this directive into account.

Directive 2006/95/EC Directive concerning low voltage equipment which is expected to be present in the
pod and tunnel, for example (panels, control systems, batteries).

Directive 2006/42/EC Concerning all equipment mounted on the pod, but excluded are the means of
transport by rail. However, Hyperloop does not move on rails so this directive should be considered.

Directive 2014/32/EU Concerns all measuring equipment like sensors onboard the Hyperloop system.

Directive 2000/14/EC Concerning all outdoor equipment that emits noise, however excluded are equip-
ment intended for transport of passengers or goods by road, rail, air or water. Hyperloop is a floating
pod and therefore it can be seen as transport by air, however this should be checked with governing
bodies.

Directive 2014/68/EU The tunnel must be able to withstand a pressure of 1 bar during installation, and
therefore must conform to this directive concerning pressure equipment.

Directive 2014/53/EU All radio equipment used within the system is subjected to this directive if it also
released into the market.

3.2.2 Harmonised standards

3.2.3 Type B
Type B standards are standards which apply to almost all designs and products.

NEN-EN 15085-3:2007 Is about requirements of welded connections in the design.

NEN-EN 12299:2009 Traveling comfort measuring and evaluation norms.

NEN-EN 13272:2012 Electrical lightening norms.

EN 15179:2007 Concerning braking systems and control of braking. Especially the control of braking can
still be applicable to hyperloop systems.

NEN-EN 45545:2020 This EN norm is about material and part requirements concerning fire propagation.

NEN-EN 12299:2009 Regulations on ride comfort of passengers.

UIT 76:2016 Basic regulations on product safety, including circulation, battery specifications and more.

ISO 12100:2010 Concerns the risk assessment and reduction of machinery.

IEC 62236-1:2018, IEC 62236-2:2018 This regulation is an international regulation concerning the max-
imum electromagnetic emission into the environment.

EN 50160 Supply voltage characteristics in distribution systems, so the connection to the power grid. Or
output of a solar panel system.

10
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3.2.4 Type C
Type C standards are standards specifically for a product or industry.

NEN-EN 14067:2003 This EN norm is concerning the aerodynamic phenomena of trains in tunnels.
NEN-EN-IEC 62928:2018 Lion-ithion battery use in railway vehicles.

3.3 History of accidents

The Hyperloop is a transport concept still in its development phase, therefore a small president is available
for accidents in its history. However, the main systems that will be used in a hyperloop are already in use in
other transport systems.

e The first maglev accident: A hyperloop is likely to use maglev technology. Although also being a
relatively new technology, it has already been applied. The first deathly accident from this transport
system was in Germany in 2006, but was entirely contributed to human error of the maintenance
personnel. [4]

e In the train world we see that one should also take the miss use by the traveller into account. For
example: In 2019 at least 77 people died in a train fire caused by an exploding gas stove. In addition
the train was overcrowded resulting in a large number of fatalities. [I4]

e A hyperloop will be efficient because of its operating environment (vacuum). This will also mean that
the vehicle will experience pressurisation. This effect is similar to the pressurisation in the aviation
industry and there is therefore some precedence regarding accidents due to pressurisation cause by
fatigue damage [12] [3].

e As the hyperloop will run in a tunnel/tube it is very prone to natural disasters. A natural disaster is
responsible for the largest loss of life in the train industry till nowadays. This was in Sri Lanka 2004,
where a tsunami costs the life of an estimated 800 people. [5]

e Also the likely automation has some cause for concern. In 2019 a driveless metro in Paris did not stop
for 3 consecutive stations without clear cause for the passengers resulting in panic. [2]

e As the Hyperloop will run in a vacuum tunnel, it is also important to look at the dangers a tunnel
introduces. For many Europeans the Mont Blanc tunnel accident still feels fresh. On the 24th of March
1999 a fire broke out. Due to bad design, the fire department was not able to effectively battle the fire
and evacuation of the tunnel was troublesome. As people tried to reach safety the tunnel system drove
toxic gasses back in the tunnel faster then it could be outran, claiming the life of 39 people. [13]

3.4 Safety-critical functions

Every system has both functions that are not critical for safety as well as functions that are critical for safety.
Here safety-critical functions of each subsystem will be identified. To start of a design system matrix is made,
a simplified version can be found in Figure the most safety critical interactions (red in Figure [3.1)) are
elaborated on.

3.4.1 Tunnel

Physical damage/distortion If the tunnel is deformed due to impact or affected by corrosion or degra-
dation it could happen that the path of the pod is distorted enough to become detached from the rail, and in
worst case the pod might go through the sides of the tunnel. Damage to the tunnel can also lead to flooding
or obstruction of the tunnel which can endanger the occupants.

Known failure modes In all designs failure modes like fatigue can not always be avoided and therefore
need to be properly managed.

11
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Primary users

General public

Land owners
Operator
Suppliers

©
@®
Agencies [ ]
[ ]
[ ]

Inter-agency bodies

Local residents
Pod
Tunnel
Vacuum generation
Station
Control facility

Physical environment

[@ ]
@]
[ J
[ ]
Power grid -
@
®
[ ]
®

Internet infrasctructure

Competing systems @ @

Non-critical interaction Human interaction
Critical interaction Technical system interaction

No interaction Environment interaction

Nature
Regulations

Figure 3.1: Simplified design system matrix, every dot signifies an interaction, all red cells indicate a system
critical interaction

Power lines As power lines run through the tunnel, these need to be kept out of reach of the passengers
even in emergency situations.

3.4.2 Pod

Life-support Due to the vacuum in the tunnel, the pod needs to be pressurised and supplied with oxygen.
If this system fails people can die.

Propelling pod The propelling of the pod using electromagnets can significantly impact nature, due to
the electromagnetic fields.

Pod collapse In case of an unexpected stop of a pod or disconnection of a pod with the control system, a
different pod can crash into the previous pod.

Interaction with users The users of the pod can get stuck in the pod, feel unsafe or claustrophobic, pass
out or become injured or ill. The severity of these events can become worse when the pods lose connection
to the outside world.

Fire Although a fire within the tunnel is unlikely when there is a near vacuum, the pod itself can catch
fire. This can be caused by defects in the battery or misbehaviour by the users.

3.4.3 Control facility

Power Without power the control system cannot work without redundancy, therefore injuries due to abrupt
stops or collision can occur.

Internet infrastructure Loss of connection to either the pods or stations can result in injuries due to loss
of control.

12



3.4.4 Physical environment

Vibrations The traveling of a pod through the tunnel can cause vibrations to the environment. This can
cause disturbance or in some cases damage (e.g. with eigenfrequencies).

3.4.5 Power grid

Exposed cabling High power exposed cables can injure users if they are to close to the cables, or during a
extreme operating environment(flooding). This can also happen indirectly when the tunnel or pod becomes
electrically charged.

Electromagnetic waves High power cables can emit EMP (Electro Magnetic Pulses) which can injure
bystanders or occupants. For example the lines over tracks.

3.4.6 Internet infrastructure

Loss of connection All pods must be controlled, therefore position signals to the command center are
critical. When signal is lost pods can collide.

Disruption of signals If signals or sensors are disrupted due to external interference, for example: power
lines, telescopes, etc.

Hijacking, hacking of The hijacking or hacking of the system by for example terrorists, can not only
disrupt the transportation system, but also deliberately make pods crash.

3.4.7 Suppliers

Bad quality/wrong materials If suppliers supply materials which are not as the design specified and
certified, unexpected life cycles can occur.

3.4.8 Operator

Maintenance Operators are responsible for maintenance and control of for example fatigue cracks. When
these checks are inadequate or not frequent enough critical functions may be lost.

Chapter 4

Hazards identification

4.1 Identifiying the hazards and risk

To identify the most important hazards, a Failure Mode Effect Analysis (FMEA) is made using all DSM’s.
The failures are ranked using tables and Three factors have been given to each hazard: a
severity factor, an occurrence factor and a detection factor. A hazard is considered most important if the
severity and occurrence are high and the chance of detection is low. The risk is then calculated by multiplying

13



the factor. The most important hazards concerning the system are discussed in the next chapter. Checklist
from ISO 12100 were not directly used in the FMEA, but were used to identify possible hazards in the FMEA.

4.1.1 Fault tree

An alternative means of identifying hazards and risks is by using a fault tree. This is especially useful when
regarding complex sub systems. A fault tree was therefore made for the climate control as it besides heating
and cooling also has to provide an oxygen supply and for the vacuum in the tunnel as it is such a massive
subsystem. The fault trees can be found in figure and figure

Chapter 5

Hazard control

5.1 Unacceptable risks in FMEA

Some risks are unacceptable. These risks should be designed out. If this is not possible, safety devices can be
used. When this is also impossible, the last measure is to inform the users about the hazard. In the FMEA,
a RPN value was calculated for each of the failure modes (see Appendix [A]). The most important subsystems
are discussed below. The RPN value gives an indication of the risk of the failure mode, but the model is not
perfect. Some failure modes are important without a high RPN value.

5.1.1 Pod

The most important failure modes when looking at the FMEA are the pressure failure, oxygen supply failure,
uncontrollable movement, fire, sensors measures wrong data, control system receives no signal and control
system receives bad data when looking at rather high RPN values.

A potential cause of pressure failure and oxygen supply failure is an empty tank. To prevent this, the tank
should be maintained correctly and a sensor should be used to detect anything unusual. During operation
the tank should be weight and compared to the flow sensor to detect any leaks. When the system fails, the
desired corrective step is to deploy oxygen masks for a pressure failure. To correct the oxygen supply failure,
a backup oxygen tank and an emergency exit should be implemented. By implementing these measures the
risk of these failure modes will decrease significantly. Most measures are assumed to be rather cheap and
thereby are cost effective. Only an emergency exit seems complicated to implement, because of the tunnel
wall. The tunnel should depressurise to let people escape to the nearest exit. This will most likely take some
time. To solve the risk of panic of the passengers information should be provided to the passenger in cause
of a failure.

Another important failure mode is fire. This should be prevented. To prevent overheating of the battery or
motor they should be cooled. Furthermore smoke and temperature sensors should be used to detect unusual
situations. When a fire occurs it should be corrected by for instance fire extinguishers, sprinklers, insulation
and fire proof materials. The circuits could also short. To prevent this the circuit should be tested under
normal load and higher loads. To detect a failure, breakers with feedback can be used. To correct the failure,
personal can be deployed who are trained on electrical hazards. Using a water based extinction system is most
likely not an good idea because of the risk of electrocution. Most measures seems cost-effective. Nevertheless,
the pod should not be made of extreme expensive materials. There should be a balance between the cost

14
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and the ability to withstand a fire.

An important failure mode is also a sensor which measures data wrong by for instance interference. To detect
any unusual situations, the sensor data should be compared to a second sensor. To minimise the risk of the
pod crashing, there should be a crash safety system build inside the pod which monitors the surroundings and
breaks automatically. The control system could also receive no signal by for instance broken part or because
the signal is blocked. To prevent broken parts, preventive maintenance should be implemented. By looking
at the average life expectancy, an maintenance plan can be made. Ideally, it should be predicted when a
part fails such that there is no downtime in the system. If it fails inside the pod, a backup communication
system should be implemented.. To prevent blocking of the signal the route should be tested extensively
and a backup system should be implemented. Furthermore, the control system could receive bad data by
disruption. A crash safety system should be implemented to make sure there is no crash by this disruption.
These measures will decrease the risk and are essential but the crash safety system can be expensive.

An uncontrollable pod is an important failure mode. A possible cause could be hacking of the pod. Hacking
of the pod should be prevented by means of a secure firewall of the system. To detect anything unusual,
the connection should be monitored. To correct a potential hack, a manual override switch is recommended.
Another important cause are system bugs. This risk should be minimised by testing the software extensively.
To detect the failure the control facility should send feedback to the developers. Furthermore a cause is
cable interference. To prevent this, interference reducing cables can be used to bundle the lose cables. The
solutions proposed for this failure mode seem cost-effective. Still, it should be investigated how extensive the
testing can be without running over budged.

5.1.2 Tunnel

The most important failure mode of the tunnel is structural failure of tube for containing the vacuum when
looking at the RPN value. Furthermore 'no power transmitted to pod’ and electrocution when maintenance
is conducted or when there is need for a emergency evacuation are important although the RPN value is
lower. Potential causes of structural failure of the tube are natural disasters and impact by equipment which
are left inside the tube by maintenance workers. To prevent a failure caused by natural causes, the system
should be turned off when there are weather alarms. To detect extreme natural events, a weather station
could be implemented into the system, but this seems expensive. Most likely the weather station in the
region will be good enough. To prevent equipment laying inside the tube, there should be strict guidelines
for the workers working inside the tube and signs should be placed to warn workers of not letting tools inside
the system. These measures will most likely not increase the cost significantly and will be essential for the
safe operation of the system.

Another potential failure mode is that there is no power power transmitted from the tunnel to the pod. A
consequence of this power loss is that the pod cannot decelerate. An important cause for this failure is a
broken or corroded cable. To prevent damage, there should be minimal amount of holes where cables are
exposed. Also the cable sleeves should be strong enough. To prevent corroded cables, corrosion resistant
insulation can be used. To detect damage of corrosion regular visual checks must be conducted and workers
should be trained to detect unusual situations. When the failure mode occurs an emergency break should be
implemented, which can be build into the pod. The emergency break must require power to not break. When
the power is off, it will then be activated. The measures are important and thereby cost is less of an issue.
Requirements should be set for the emergency break such that an appropriate solution can be designed.
The tunnel should allow maintenance and emergency evacuation. A potential failure mode could be elec-
trocution because of the high energy need of the system. A cause of this could be unprotected cables. To
prevent electrocution, the cable should be well protected. To detected any unusual situations visual checks
should be conducted. To prevent electrocution, the electricity should be cut off when there is a shorting. The
measures are most likely cost-effective and important to minimise the risks. Like stated before, emergency
exits can be hard to implement but is essential.
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5.2. MONITOR SYSTEM CHAPTER 5. HAZARD CONTROL

5.1.3 Control facility

The most important failure mode of the control facility is the crash of pods into each other. The most
important cause is that the system is hacked , the software is not good enough or the hardware is broken.
To prevent hacking of the system, the antivirus should be up to date. Furthermore a private network can be
used to isolate the system form outside. To detect unusual situations, the connection should be monitored.
When the system is hacked there should be a manual override switch. To prevent software bugs, the software
should be extensively tested. To detect bugs in the systems, the control facility can give feedback to the
developers. To correct any failure, a backup system which uses for instance a previous version of the code can
be used. A manual override switch can also be implemented. Another cause of the crashing of the pods could
be broken hardware. To prevent this, the maintenance should be done preventive. To detected any hardware
problems, the connection should be monitored. To correct when the hardware fails, a backup system should
take over the control before repairs can be made. These measures should be important minimising the risks
and the measures seem also not expensive. They will limit the downtime of the system and thereby lower
the cost.

5.1.4 Vacuum generation

The important failure mode for the vacuum generation is the failing of the compressor. The most important
cause is wear. To prevented this, the compressor should be preventive maintained such that the risk of
failing during operation is minimised. A backup compressor could be also implemented to eliminate this risk.
Because failing will result in downtime of the system, it will cost money. By preventing this, these cost will
be minimised and the cost of the measures are justified.

5.2 Monitor system

5.2.1 Lagging and leading indicators

It is not possible to solve all hazards. Thereby the system should be monitored. For this monitoring, there are
lagging and leading indicators. Lagging indicators indicate if something bad happened. Leading indicators
can be used to notify failures before they happen [7].

Lagging indicator of the Sol are for instance customer complains, the number of fails of the break systems
during operation and number of training’s missed by the employees.

Leading indicators are for instance safety training’s which are planned in the future, the number of near-
misses, employee observation and the employee engagement.

5.2.2 Safety culture

To minimise risks in the operation of the system, the users and employees should be aware of the importance
of safety. These groups should be involved in the designing process for a safe system, be encouraged to
prevent accidents and give feedback on the operation of the system. To improve the safety culture, training’s
on safety could be given. Furthermore it would be useful to make the employees responsible for parts of the
system to prevent accidents. For instance the maintenance crew could distribute the responsibility of certain
components. This will most likely make the employee more aware of the risks and can thereby be useful to
minimise them.
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Chapter 6

Conclusion

In this report the Hyperloop has been analysed for safety critical aspects. This has been done with a systems
engineering approach which includes tools to include all relevant aspects of the system of interest. The
pod, tunnel, vacuum generation, station and control facility have been identified as the main subsystems. A
detailed analysis of these subsystems resulted in a thorough understanding of the system. Next to the system
the environment in which the system operates and the relevant human factors have been discussed.

From the detailed system analysis the level of protection was determined for each subsystem based on their
functions, from which safety requirements followed.

Because the Hyperloop is still under development only a limited list of previous accidents could be given.
Therefore the history of similar means of transportation was studied to find additional safety related functions.
For this reason a study of the relevant norms was also performed.

The functions of the system which were safety critical have been found by the construction of a design system
matrix. A FMEA was made to identify the most important hazards and risks.

The report is concluded with control and monitor recommendations for the unacceptable hazards and risks
of the Hyperloop. They concern the pod, tunnel, control facility and vacuum generation.
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Appendix A

FMEA

Tables

Table A.1: Severity ratings

Severity

Category

Result

Catastrophic

4

Could result in one or more of the following: death, permanent
total disability, irreversible significant environmental impact, or
monetary loss equal to or exceeding €10,000,000.

Critical

Could result in one or more of the following: permanent partial
disability,injuries or occupational illness that may result in hospi-
talization of at least three personnel, reversible significant environ-
mental impact, or monetary loss equal to or exceeding €1,000,000
but less than €10,000,000.

Marginal

Could result in one or more of the following: injury or occupa-
tional illness resulting in one or more lost work day(s), reversible
moderate environmental impact, or monetary loss equal to or ex-

ceeding €100,000 but less than €1,000,000.

Negligible

Could result in one or more of the following: injury or occupa-
tional illness not resulting in a lost work day, minimal environ-
mental impact, or monetary loss less than €100,000.
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A.2. FMEA APPENDIX A. FMEA
Table A.2: Occurrence ratings

Occurrence | Level Specific item Fleet or inventory

Frequent 6 Likely to occur often in the | Continuously experienced.
life of an item.

Probable 5 Will occur several times in | Will occur frequently.
the life of an item

Occasional | 4 Likely to occur sometime in | Will occur several times.
the life of an item

Remote 3 Unlikely, but possible to oc- | Unlikely, but can reasonably
cur in the life of an item. be expected to occur.

Improbable | 2 So unlikely, it can be as- | Unlikely to occur, but possi-
sumed occurrence may not | ble.
be experienced in the life of
an item.

Eliminated | 1 Incapable of occurence. This | Incapable of occurence. This

level is used when potential
hazards are identified and
later eliminated.

level is used when potential
hazards are identified and
later eliminated.

A.2 FMEA

Table A.3: Detection ratings

Detection Category
5 Impossible
4 Almost impossible
3 Hard to detect
2 Easy to detect
1 Always detected
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Appendix B

Fault trees

AND - OR

Climate control .
Direct result

|
Air conditioning Oxygen supply

Air Con system Air Con system Oxygen Faultive oxygen Failing CO2
1 2 depleted level detection filter

Missuse by Missuse by Failing low level Faultive
traveller traveller sensor primary sensor

Failing to Faultive backup
resupply sensor

Failing parts Failing parts

Figure B.1: Fault tree climate control
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APPENDIX B. FAULT TREES

Pressure loss

AND - OR
| Direct result

Critical
. Sudden loss
leaking

l—l—l

Bad seals

Catastrophic
structural faillure

Missuse of pressure
systems

Collision

l—l—l

Bad maintanence Bad maintanence Failing protocol Traveller Human error Error in control system

Sudden failure Natural disaster

Evoironmental cause of] Absence of protocol . |\ Overwriting safety
Vandalism by traveller systems for

Bad planning faillure redundancies

maintanence

Failure of management
Human error Power failure to detect failing
protocol

Failure to detect
vandalism

Figure B.2: Fault tree pressure control

The fault trees in figure and start with one or multiple events at the bottom. Then moving up the
event encounters AND gates, OR gates and direct result. For an AND gate both events have to happen
to encounter the output event, compared to a OR gate where only one of them has to occur. For example
we take the failing part at the left bottom of figure When the part fails it passes through an OR gate
triggering the failure of Air Con system 1. However as this runs parallel to Air Con system 2, it does not
result in an overall failure of the entire Air conditioning system. It therefore has an AND gate in between.
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